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Cyber attacks can have a huge impact on our personal and working lives.  
And as the essential utilities and services we rely on become increasingly 
dependent on digital control systems, such attacks are fast becoming 
comparable with natural disaster in terms of their economic impact. 

1 Source: John Hopkins School of Advanced International Studies
2 Source: https://cybersecurityventures.com/cybercrime-damages-6-trillion-by-2021/

Cost of cyber attacks compared with US national disasters1 

The total cost of cybercrime in 2021 was estimated at $6 trillion by research company 
Cybersecurity Ventures2. To put that into context, if cybercrime were a country it would be the 
world’s third-largest economy after the US and China.

2017 WannaCry 
cyber attack:  
$8 billion

2017 NotPetya 
cyber attack: 
$10 billion

1993 East Coast 
blizzard:   
$10 billion

2011 Hurricane 
Irene: 
$16 billion
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The challenge is constantly evolving
Cybersecurity is a game of cat and mouse, with attackers constantly refining 
their techniques and identifying new vulnerabilities. Here are three 
cybersecurity trends that could shape the landscape in 2022:

Source: Microsoft Threat Intelligence Center

Source: Enisa Threat Landscape for Supply Chain Attacks

The fog of war
The invasion of Ukraine may increase the likelihood 
of cyber attacks from both state actors and 
cybercriminals. Shortly before the invasion, a slew 
of Ukrainian government websites were hit by what 
appeared to be a ransomware attack demanding 
payment in bitcoin:

Investigation revealed the decryption system was 
non-functional, suggesting the objective of the 
attacks was data destruction. Ambiguity and 
confusion around the identity of attackers is 
beneficial for cybercriminals, who can operate in 
an environment of plausible deniability.

1

Supply chain attacks
As companies become increasingly aware of the 
threat posed by cyber security breaches, attackers 
are focusing their efforts on the softest targets 
with the greatest potential payoff. Supply chain 
attacks target the systems that sit between 
vendors and end customers, and they have 
potential to cause widespread disruption to 
businesses and governments that depend  
on these systems. 

2
Case study: SolarWinds attack

In December 2020 it was discovered that management and 
monitoring software company SolarWinds’ Orion network 
management system (NMS) had been attacked, allowing the 
attackers to steal customer data.
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Attacks on critical national infrastructure (CNI) 
have long been a concern, but the issue rose to 
prominence following the ransomware attack on 
the Colonial Pipeline, the largest petroleum pipeline 
in the US, in May 2021. The attackers demanded 
$4.4 million in bitcoin to decrypt the system, but 
although this ransom was paid almost immediately 
bringing the pipeline back online proved a slow 
process, leading to fuel shortages and a price spike. 

Attacks against critical infrastructure3
The Colonial Pipeline was by no means a one-off: 
in 2021 the US Cybersecurity & Infrastructure 
Security Agency revealed2 23 US oil and gas 
pipelines were subject to cyber attacks between 
2011 and 2013.
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 Source: The Threat Landscape in 2021, Symantec
2Source: Chinese Gas Pipeline Intrusion Campaign, 2011 to 2013 | CISA
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Political response to rising threats is 
driving investment in cyber security
Amid the heightening of geopolitical tensions, cyber security has risen up the agenda.  
US President Joe Biden has stated that deteriorating relations make cyber attacks more 
likely, and legislation is being used3  to bolster defences.

Source: Cybersecurity Ventures, Global Cybersecurity Spending To Exceed 
$1.75 Trillion From 2021-2025

In March 2022, new rules came into force requiring certain US 
businesses to report cyber attacks to the U.S. Department of 
Homeland Security (DHS):

Global cybersecurity spending
$1.75 trillion cumulatively 2021 to 2025

Companies that play 
a role in US critical 
infrastructure must 
notify the authorities 
of cyber attacks 
within this period

If such companies 
pay any ransoms to 
hackers they must 
notify the DHS within 
this timeframe

3 Source: Congress Imposes New 72-Hour Reporting Requirement for Cyber 
Security Incidents - Freeman Mathis & Gary (fmglaw.com)

Spending by year $ in billions of dollars

2021 2022 2023 2024 2025

$262.4B
$301.8B

$347B
$399B

$458.9B
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The L&G Cyber Security UCITS ETF: 
focused exposure to a growing theme
To capture the opportunities in the companies tackling the growing threat of cyber 
attacks, the L&G Cyber Security UCITS ETF aims to replicate the performance of the 
ISE Cyber Security® UCITS Index. This index was created by Nasdaq’s Research and 
Development team, and draws on active research to identify leading cybersecurity 
companies across the entire sector.

End-to-end cybersecurity exposure

A track record that speaks for itself

The ISE Cyber Security® UCITS Index has outperformed the MSCI World index over the past five years as  
cybersecurity has risen up the agenda.

*Source: Bloomberg as of close 31 March 2022. Performance of the ISE Cyber Security® UCITS Index between 31 March 2017 to 31 March 2022. 
Performance is based on index levels gross of fees but net of dividend withholding taxes, where applicable. 

Past performance is not a guide to the future. Investments dominated in a currency other than sterling may cause the 
returns to increase or decrease as a result of currency fluctuation. standardised FCA past performance tables can be 
found on our fund centre using the following weblink:- https://fundcentres.lgim.com/uk/ad/fund-centre/ETF/

Annual index performance 2017 2018 2019 2020 2021 2022*

ISE Cyber Security UCITS Net Total Return Index 24.03% 10.08% 31.18% 42.53% 8.67% -2.22%

MSCI World Net Total Return USD Index 22.28% -8.71% 27.67% 15.90% 21.82% -5.15%
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Contact us
For further information about LGIM, please visit www.lgim.com/uk-etf or contact your usual LGIM representative

Key risks

Past performance is not a guide to the future. The value of an 
investment and any income taken from it is not guaranteed and 
can go down as well as up, you may not get back the amount you 
originally invested.

Fund Risks
An investment in the ETF involves a significant degree of risk. Any decision 
to invest should be based on the information contained in the relevant 
prospectus. Prospective investors should obtain their own independent 
accounting, tax and legal advice and should consult their own professional 
advisers to ascertain the suitability of the ETF as an investment. The value of 
the shares in the ETF is directly affected by increases and decreases in the 
value of the Index. Accordingly the value of a share in the ETF may go up or 
down and a shareholder may lose some or the entire amount invested. The 
ETF’s ability to closely track the Index will be affected by its ability to 
purchase and/or sell the Index constituents and any legal or regulatory 
restrictions or disruptions affecting them. The ETF’s ability to closely track 
the Index will also be affected by transaction costs and taxes incurred when 
adjusting its investment portfolio generally and/or to mirror any periodic 
adjustments to the constituents of the Index. There can be no certainty that 
ETF shares can always be bought or sold on a stock exchange or that the 
market price at which the ETF shares may be traded on a stock exchange will 
reflect the performance of the Index. The ETF is subject to the risk that third 
party service providers (such as a bank entering into swaps with the ETF or 
the ETF’s depositary) may go bankrupt or fail to pay money due to the ETF or 
return property belonging to the ETF. As the Index includes micro, small and 
medium-sized publicly traded companies, the ETF is subject to the risk that 
such companies may be more vulnerable to adverse business or economic 
events and greater and more unpredictable price changes than larger 
companies or the stock market as a whole. The ETF is subject to the risks 
associated with technology-focused companies that are particularly 
vulnerable to rapid developments in technology (which may leave their 
products out-of-date), government regulation and competition from 
domestic and foreign competitors who may have lower production costs. 
Such companies may also have difficulties establishing and maintaining 
patents, copyrights, trademarks and trade secrets relating to their products 
which could negatively affect their value.  There is no capital guarantee or 
protection on the value of the ETF. Investors can lose all the capital invested 
in the ETF. Please refer to the “Risk Factors” section of the Issuer’s 
Prospectus and the Fund Supplement. For more information, please refer to 
the key investor information document on our website http://www.
legalandgeneral.com/reports

Important information
The information contained in this document (the ‘Information’) has been 
prepared by LGIM Managers Europe Limited (‘LGIM Europe’), or by its 
affiliates (‘Legal & General’, ‘we’ or ‘us’). Such Information is the property and/
or confidential information of Legal & General and may not be disclosed by 
you to any other person without the prior written consent of Legal & General.

No party shall have any right of action against Legal & General in relation to 
the accuracy or completeness of the Information, or any other written or oral 
information made available in connection with this publication. Any 
investment advice that we provide to you is based solely on the limited initial 
information which you have provided to us. No part of this or any other 
document or presentation provided by us shall be deemed to constitute 
‘proper advice’ for the purposes of the Investment Intermediaries Act 1995 
(as amended). Any limited initial advice given relating to professional 
services will be further discussed and negotiated in order to agree formal 
investment guidelines which will form part of written contractual terms 
between the parties.

Past performance is no guarantee of future results. The value of an 
investment and any income taken from it is not guaranteed and can go down 
as well as up; you may not get back the amount you originally invested.

The Information has been produced for use by a professional investor and 
their advisors only. It should not be distributed without our permission.

A summary of investor rights associated with an investment in the Fund shall 
be available from www.lgim.com/investor_rights.

The risks associated with each fund or investment strategy are set out in this 
publication, its KIID, the relevant prospectus or investment management 
agreement (as applicable) and these should be read and understood before 
making any investment decisions. A copy of the relevant documentation can 
be obtained from your Client Relationship Manager. A copy of the English 
version of the prospectus of the Fund and the key investor information 
document relating to the Fund is available at www.lgim.com and may also be 
obtained from your Client Relationship Manager. Where required under 
national rules, the key investor information document will also be available in 
the local language of the relevant EEA Member State.

Confidentiality and limitations:
Unless otherwise agreed by Legal & General in writing, the Information in this 
document (a) is for information purposes only and we are not soliciting any 
action based on it, and (b) is not a recommendation to buy or sell securities 
or pursue a particular investment strategy; and (c) is not investment, legal, 
regulatory or tax advice. Any trading or investment decisions taken by you 
should be based on your own analysis and judgment (and/or that of your 
professional advisors) and not in reliance on us or the Information. To the 
fullest extent permitted by law, we exclude all representations, warranties, 
conditions, undertakings and all other terms of any kind, implied by statute or 
common law, with respect to the Information including (without limitation) 
any representations as to the quality, suitability, accuracy or completeness of 
the Information.

Any projections, estimates or forecasts included in the Information (a) shall 
not constitute a guarantee of future events, (b) may not consider or reflect all 
possible future events or conditions relevant to you (for example, market 
disruption events); and (c) may be based on assumptions or simplifications 
that may not be relevant to you.

The Information is provided ‘as is’ and ‘as available’. To the fullest extent 
permitted by law, Legal & General accepts no liability to you or any other 
recipient of the Information for any loss, damage or cost arising from, or in 
connection with, any use or reliance on the Information. Without limiting the 
generality of the foregoing, Legal & General does not accept any liability for 
any indirect, special or consequential loss howsoever caused and, on any 
theory, or liability, whether in contract or tort (including negligence) or 
otherwise, even if Legal & General has been advised of the possibility 
of such loss.

A decision may be taken at any time to terminate the arrangements made for 
the marketing of the Fund in any EEA Member State in which it is currently 
marketed. In such circumstances, investors in the affected EEA member 
state will be notified of this decision and will be provided with the opportunity 
to redeem their shareholding in the Fund free of any charges or deductions 
for at least 30 working days from the date of such notification.
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https://www.lgim.com/uk/en/insights/podcast/
https://www.lgimetf.com/
https://twitter.com/LGIM
https://www.lgimblog.com/
https://www.youtube.com/channel/UCUmfV6VjfydEykC6QzXNPSQ
https://www.linkedin.com/company/legal-&-general-investment-management/
http://www.legalandgeneral.com/reports
http://www.legalandgeneral.com/reports
https://eur03.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.lgim.com%2Finvestor_rights&data=04%7C01%7CFiona.Howe%40lgim.com%7Ce9b5b2470f524a69d11008d95c154ce2%7Cd246baabcc004ed2bc4ef8a46cbc590d%7C0%7C0%7C637642068818455634%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=L8DmNPQVy6nKfQr82DlqNRUVAN0jZGNUoZvJlyAiFmA%3D&reserved=0
http://www.lgim.com


Third party data:
Where this document contains third party data (‘Third Party Data’), we 
cannot guarantee the accuracy, completeness or reliability of such 
Third-Party Data and accept no responsibility or liability whatsoever in 
respect of such Third-Party Data.

Publication, amendments and updates:
We are under no obligation to update or amend the Information or correct 
any errors in the Information following the date it was delivered to you. Legal 
& General reserves the right to update this document and/or the Information 
at any time and without notice.

Although the Information contained in this document is believed to be 
correct as at the time of printing or publication, no assurance can be given to 
you that this document is complete or accurate in the light of information 
that may become available after its publication. The Information may not 
take into account any relevant events, facts or conditions that have occurred 
after the publication or printing of this document.

Telephone recording:
As required under applicable laws Legal & General will record all telephone 
and electronic communications and conversations with you that result or 
may result in the undertaking of transactions in financial instruments on your 
behalf. Such records will be kept for a period of five years (or up to seven 
years upon request from the Central Bank of Ireland (or such successor from 
time to time)) and will be provided to you upon request.

In the United Kingdom and outside the European Economic Area, it is issued 
by Legal & General Investment Management Limited, authorised and 
regulated by the Financial Conduct Authority, No. 119272. Registered in 
England and Wales No. 02091894 with registered office at One Coleman 
Street, London, EC2R 5AA.

In the European Economic Area, it is issued by LGIM Managers (Europe) 
Limited, authorised by the Central Bank of Ireland as a UCITS management 
company (pursuant to European Communities (Undertakings for Collective 
Investment in Transferable Securities) Regulations, 2011 (S.I. No. 352 of 
2011), as amended) and as an alternative investment fund manager with “top 
up” permissions which enable the firm to carry out certain additional MiFID 
investment services (pursuant to the European Union (Alternative Investment 
Fund Managers) Regulations 2013 (S.I. No. 257 of 2013), as amended). 
Registered in Ireland with the Companies Registration Office (No. 609677). 
Registered Office: 70 Sir John Rogerson’s Quay, Dublin, 2, Ireland. Regulated 
by the Central Bank of Ireland (No. C173733).

LGIM Managers (Europe) Limited operates a branch network in the European 
Economic Area, which is subject to supervision by the Central Bank of 
Ireland. In Italy, the branch office of LGIM Managers (Europe) Limited is 
subject to limited supervision by the Commissione Nazionale per le società e 
la Borsa (“CONSOB”) and is registered with Banca d’Italia (no. 23978.0) with 
registered office at Via Uberto Visconti di Modrone, 15, 20122 Milan, 
(Companies’ Register no. MI - 2557936). In Germany, the branch office of 
LGIM Managers (Europe) Limited is subject to limited supervision by the 
German Federal Financial Supervisory Authority (“BaFin”). In the 
Netherlands, the branch office of LGIM Managers (Europe) Limited is subject 
to limited supervision by the Dutch Authority for the Financial Markets 
(“AFM“) and it is included in the register held by the AFM and registered with 
the trade register of the Chamber of Commerce under number 74481231.
Details about the full extent of our relevant authorisations and permissions 
are available from us upon request. For further information on our products 
(including the product prospectuses), please visit our website.

© 2022 Legal & General Investment Management Limited. All rights 
reserved. No part of this publication may be reproduced or transmitted in any 
form or by any means, including photocopying and recording, without the 
written permission of the publishers.
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